
Access Control- Emerging trend 

Human Microchip implant 
This technology has never before been used to tag employees. 

 

 
 

Instead of carrying access control cards, some Organizations are considering implanting, in the body 
of a human being, an identifying integrated circuit device or RFID transponder encased in silicate 
glass. This is typically referred to as a human microchip implant. This type of sub-dermal 
implant contains a unique ID number that can be linked to information contained in an external 
database, such as personal identification, law enforcement, medical history, medications, allergies, 
and contact information. Experimental work has been going on since the late 90’s. This received FDA 
approval in 2004. Some chip manufacturers have tried to market these implants as a way to restrict 
access to secure facilities. Microchip scanners would be installed at entrances so locks only work for 
persons whose chip numbers are entered into the system. Presently, such chips are used as virtual 
collar plates for pets, and companies use them to track deliveries.  
 
This technology has never been used to tag employees. We are now witnessing the beginning of 
human micro-chipping. This technology makes it possible, among other things, to instantly verify 
whether a person is who he says he is. An RFID (short-range radio frequency identification) implant 
can hold all the information that one usually carries in their wallets. It can transmit the identity 
information as the person walks through a security checkpoint, enabling the person to use public 
transport or any other secure premise. It would reduce long lines at the supermarket checkout. The 
future of micro-chip implants is exciting, with many interesting potential applications.  
 
Micro-chip Implant 
This is simply a RFID chip - a tiny two-way radio, roughly the size of a grain of rice, capable of 
containing various types of information. It is inserted under the skin. when scanned, the chip can 
provide information such as a person’s ID number. This is linked to a database with more detailed 
information about the wearer. The small implants use near-field communication technology, or NFC, 
the same as in contactless cards. When activated by a reader a few inches away, a small amount of 
data flows between the two devices via electromagnetic waves. The implants themselves are 



“passive,” meaning they contain information that other devices can read, but cannot read 
information themselves. 
 
Advantages 
The RFID chip can be a useful tool, especially when it comes to emergency situations where instant 
access to the right medical information can mean the difference between life and death.  
 
No worries over lost or forgotten cards.  
 An implanted RFID chip is impossible to lose or steal. 
 
Easier identification 
Passports, IDs and driver’s licenses already contain microchips and it would require minimal changes 
in infrastructures at passport control points to transition from scanning passports to scanning arms. 
One will be identified without having to do a thing – simply walk past a reader. 
 
Access to facilities 
This will eliminate long queues. In Clubs, Members use their chips to keep track of what they order 
and even to pay for their food and drinks. Waiters can scan the chips and a computer can 
automatically debit their bank accounts. Implanted RFID chips are also practical in the workplace, in 
hotels, at gyms and anywhere else where identification is needed for access to be granted. 
 
Medical history will always be easily accessible 
An implanted RFID chip can be used to quickly gain access to ones medical history. Information that 
is relevant in medical emergencies, especially when a patient is unconscious. These implants are 
particularly useful for people suffering from diabetes, cardiovascular disease or Alzheimer’s disease. 
The chip itself doesn’t contain the patient’s entire medical history, but rather a unique code or 
number that can be used to access the information from a database. 
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Tagging of patients, children and criminals 
It is not uncommon for babies to get mixed up at hospitals, for the elderly or hospital patients to 
wander out of care facilities or for criminals to escape from prison. It is also not uncommon for 
children to get lost in a crowd, run away from home or be kidnapped. In these instances, being able 
to track people means peace of mind for millions of caregivers, family members and parents. In the 
event of a kidnapping, the first 4 hours are the most critical. An RFID chip could significantly lower 
the risk of something terrible happening. 
 
A host of other user friendly features - the only limitation is ones imagination. 



Futuristic Applications 
 
GPS enabled chip implant. 
This could make it possible for individuals to be physically located by latitude, longitude, altitude, 
speed, and direction of movement. However, if widely deployed at some future point, implantable 
GPS devices could conceivably allow authorities to locate missing persons and/or fugitives and those 
who fled from a crime scene. At present such implantable GPS devices are not technically feasible. 
 
Cashless Society 
Since modern payment methods rely upon RFID/NFC, implantable microchips could form a part of 
the cashless society. Implants from some manufacturers have already been used in nightclubs -
allowing patrons to purchase drinks and food with their implantable microchip. 

 

Potential Problems 

Health Hazard 
RFID devices implanted in rodents (as an incidental part of unrelated experiments) and dogs 
implanted with identification microchips sometimes developed cancerous tumors at the injection 
site. However, it must be mentioned here that the link between foreign-body tumorigenesis in lab 
animals and implantation in humans has been publicly refuted as erroneous and misleading.  
 
 Other medical complications 
According to the FDA, implantation poses potential medical downsides. Electrical hazards, magnetic 
resonance imaging (MRI) incompatibility, adverse tissue reaction, and migration of the implanted 
transponder are just a few of the potential risks. 
 
Security  
Since nearly all implantable microchips are unencrypted, they are extremely vulnerable to being 
read by third-party scanners. This could create security problems for building or computer access 
or potentially enable criminal misuse of the data.  
The chip could easily be removed from the person, or the appendage containing the device could be 
removed.  
RFID implanted chips may compromise privacy because there is no assurance that the information 
contained in the chip can be properly protected. 
 
Privacy Issues 
The data generated can show how often employees come to work or what they buy. Unlike access 
control cards or smart phones, which generate the same data, people cannot easily separate 
themselves from the chips. 
 
Conclusion 

 Carrying a physical ID badge would no longer be required.  
 It would eliminate the potential for lost or stolen credentials.  
 It would substantially increase the convenience factor for users. 
 In emergencies, medical personnel will have easy access to the patients health data 
 Unlike access cards or smart phones, people cannot easily separate themselves from the 

chips. 
While some experts have their doubts about whether these chips are appropriate for use in 
humans, the fact that they could offer many advantages is indisputable. 
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